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Abstract

1

Modern applications are highly distributed and data-intensive.
Programming a distributed system is challenging because
of asynchrony, failures and trade-offs. In addition, application requirements vary with the use-case and throughout the development cycle. Moreover, existing tools come
with restricted expressiveness or limited runtime customizability. Our work aims to address this by improving reuse
while maintaining fine-grain control and enhancing dependability. We argue that an environment for composable distributed computing will facilitate the process of developing
distributed systems. We use high-level composable specification, verification tools and a distributed runtime.

Distributed computing has become crucial across many areas of computing. Programming highly-available distributed
applications is no longer reserved to expert programmers.
Consider mobile computing, Internet of Things (IoT), High
Performance Computing, Network Function Virtualisation
(NFV), neural networks, or internet gaming.
However, programming distributed system remains difficult and error-prone, exposing users and critical infrastructure to bugs. Furthermore, applications have to scale from a
single node to geo-distributed infrastructures. Moreover, distributed systems need to deal with failures, non-determinism,
asynchrony and/or concurrency. This leads to trade-offs (e.g.
CAP [6], FLP [12]) without a one-size-fits-all solution. Hence,
a flexible, dynamically evolving, customizable and elastic
programming environment is required.
Approaches [2, 5, 18] provide orthogonal computation,
composition, communication and deployment abstractions.
These paradigms are designed to maximize parallelism. However, in order to hide the complexity of distribution to developers, they come with arbitrary restrictions. Moreover,
distributed system features (e.g. consistency, fault-tolerance)
are rarely first-class abstractions in programming language.
We address the complexity and the difficulty of building
distributed systems by improving code-reuse and composition in order to ease the work of the developer and to help
balance the different trade-offs. Moreover, since distributed
programming is error-prone, we provide formal specifications and tools to help mitigate bugs. As there is no onesize-fits-all solution, we give flexibility to the programmer
to specialize the environment for its specific use-case. This
is achieved by enabling the creation of new distributed abstractions, customizing their implementation and exposing
distributed system features as first-class abstractions.
Software engineering methodologies identify a separation
between an application’s specification and implementation
[1]. Our approach applies this separation to the development of a distributed application. To increase code-reuse and
dependability, we define a formal composition model specification language based on distributed abstractions (Section 2.1). Moreover, to increase flexibility, we design and
implement a customizable distributed runtime based on
an reactive actor programming model (Section 2.2).
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Proposed solution

Environment. To build a distributed system, our proposed environment (Figure 1) starts with (i) a specification
of the underlying runtime written by the programmer or
provided by the runtime maintainer ; then (ii) programmers
write the specification of the system in our specification language ; (iii) our compiler processes these specifications by
verifying the soundness of the composition and generating
skeleton code with embedded dynamic checking to detect
specification violations; then (iv) programmers write the
implementations (or use some external one) for each abstractions ; finally (v) the code is run on the target customized
distributed runtime.

Figure 1. Overview of the environment used to build a distributed system.

2.1

Specification

In order to facilitate the programmer’s job in term of reusability, productivity and bugs mitigation, a formal compositional
model is needed. This model should go beyond the traditional
API specification limitations [10]. It has to cope with network failures and describe the consistency of operations.
Given that building a distributed system involves multiple
components written in different programming languages, a
polyglot specification language1 is needed to write composition specification. Expressing formal specifications does not
guarantee that implementations match their specification
nor that the composition is sound. Therefore dependability
must be ensured from the soundness (safety and liveness
properties) of a composition to the detection of specification
violations at runtime.
1 We

use the term polyglot [16] since we express the specification independently to the languages used for each implementation.
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Specification model. A distributed abstraction provides
functionalities with a defined interface and a distributed behavior. It is represented by a specification consisting of an
internal description, a list of ports and a description of the
concurrent interactions. The internal description is an abstract state annotated with invariants. A port represents an
interaction point (e.g. a socket) that has a type, guards (preconditions) and effects (post-condition). Finally, concurrent
interactions at the granularity of ports are defined by using
synchronization annotations.
A composition of abstractions is a high-order abstraction
that encapsulates the composition of its components. More
formally, the composition is a graph such that vertices are
abstractions and dynamically evolving edges connect ports
together. Furthermore, component properties cannot always
be composed in a sound way. Let us take two datastores A
and B such that A is weakly consistent and B is strongly
consistent. If a program reads read from A and write its read
to B, the consistency guarantee assumed by the programmer
for B can be broken. Therefore, parent abstraction will specify the desired properties of the composition and check their
soundness.
The specifications are orthogonal with the implementations. However, this prohibits certain optimizations that take
into account the nature of the distribution, like the deployment patterns. One use-case is to collocate two unrelated implementations for performance purposes. To leverage these
optimizations, we increase the expressiveness of our specification model by allowing implementation dependent properties.
Enhancing the dependability of a specified system.
For this, we need i) to ensure the soundness of the composition, ii) to detect and react to violations of a specification
by a component implementation and iii) check the dynamic
distribution properties (e.g. placement or provenance based
properties).
We wish to provide automated static checking of the
soundness of the composition. This is done by ensuring
that we soundly compose APIs by using type checking. We
use static session types [9] to deal with port composition.
However, the limits of static verification2 in term of expressiveness, scalability and simplicity will be reached quickly.
Hence, the default fallback is to use dynamic checking.
From declarative properties (pre-conditions and post-conditions),
our tools will automatically derive dynamic checks that are
injected into the implementation. Injection can not be done
directly inside black-box implementations. We mitigate this
limitation by analysing the observables of the implementation inside the implementation of the parent abstraction
(if any). However, in that case, part of the internal aspects
are outside the reach of our tools and we cannot guarantee
that fault-tolerance placement properties are ensured. In a
2A

natural extension is to integrate a model-checker [14]
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nutshell, this dynamic approach does not ensure soundness
but detects its violation.
Furthermore, some distribution properties, like placement,
are inherently dynamic and deployment dependent (i.e. relying on the interactions between implementation and infrastructure). In order to support these properties we need
a view of the running system. This is achieved by oracles
which provide dynamic deployment information, like the
placement of the abstractions on a set of nodes. Oracles are
implemented as external services, increasing the modularity
of our approach by allowing programmers to define their
own oracles. For instance a placement oracle could be implemented as a service of our distributed runtime .
Code generation. Since distributed abstractions export
their dependencies and composition properties, they can be
treated as black-boxes. Therefore, we design a specification
language to declare and compose the distributed abstractions
in an uniform way independently of the targeted languages
used for writing the components. From this declarations,
the compiler generates the related skeleton code for implementations (e.g. header files). Moreover, it performs static
verification, generates and injects dynamic checks.
2.2
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positioned relative to a physical CPU core (iv) actor communication is abstracted using the actor’s unique identifier.
However, the main downside to reactive programming is
the learning curve that is due to the requirement of using
asynchronous and non-blocking calls. Be that as it may, properly defined abstractions and well structured pre-defined
components can overcome this learning curve.
Programming language. Choosing a programming language in which to implement a runtime that will run a programming model, is a non-trivial task. In order to best apply
our programming model, the implementation language must
be object-oriented and exposes zero-overhead generic programming. In the interest of performance, a strongly typed
and compiled language will best suite.
Customizable Distributed Runtime. Our Abstract Distributed Runtime makes customization possible by exposing
low-level abstractions such as the inter-runtime communication (transport protocol, serialization and logic), scalar,
container and memory allocator types (Figure 2). This fine
level of customization is crucial to improve portability and
code-reuse.

Implementation

In order to best accommodate for high-level abstractions and
code-reuse, a dedicated distribute runtime is required. This
will reduce arbitrary limitations by taking into account the
target architecture (e.g. x86-32/64, ARM 32/64), the interconnect in a clustered/cloud environment and the distributed
context. This increases expressiveness while maintaining
fine-grained control. Furthermore, a new runtime makes it
possible to use a specific programming model that will facilitate the programming of distributed abstractions. This
model uses known paradigms from the programming language community.
Programming paradigms. In the interest of greater codereuse and concurrency handling, the use of an object-oriented
model that features message-passing will ease development
[21]. Message-passing, as opposed to shared-state concurrency, is less prone to dead-locks. This feature is of great
help as concurrent programming is widely considered one
of the hardest concepts to program with. An object-oriented
programming model presents the concepts of data and type
abstraction that enables code-reuse and composability.
Programming model. We choose to use an Actor Model[13]
as a base to define our programming model. This model, defines the smallest component as an Actor that sends and
receives messages in a reactive (asynchronous and nonblocking) manner. The advantages of such a model are numerous: (i) the concurrency model is abstracted which simplifies the developers job (ii) multicore scalability is naturally obtainable (iii) placement depends on where actors are

Figure 2. Overview of the Abstract Distributed Runtime and
an example of an embedded IoT runtime
The numerous runtime customization possibilities may
be a non-helping feature in easing the development of distributed systems. For this reason, a pre-defined set of customizations are available in our Runtime Specialization Library. These customizations enable a flexible construction
of multiple runtimes types such as a specialized embedded
runtime for IoT (Figure 2) or a multi-socket, multi-core node.
Latency predictability is taken into account in order to include future porting of the runtime to realtime and embedded
systems. Fine-grained runtime optimizations are possible in
the following form:
• pin a thread to a core (when possible) to minimize
the scheduler’s context switching which increases predictability
• change the scheduler thread priority (using a real-time
kernel) which increases predictability
• change the allocator type that is used within the runtime. We provide a custom allocator that is optimized
for a multicore context
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• scalar types can be specified for better portability
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Further work and challenges

The idea of distributed abstractions is central in easing the
development of distributed applications. A correct and canonical definition of these distributed abstractions is the main
challenge and will contribute to define high-level abstractions and low-level components.
High-level programming environment. We face two
main issues, on the one hand finding the sweet spot in the
design space to maximize the expressiveness of the specification semantics without breaking efficiency nor reaching
verification limits; on the other, finding a way to map our
abstract properties variables to implementation states in a
generic way in order to easily generate dynamic checks for
the different targeted languages.
The first underway step is writing the multi-pass compiler
doing parsing, composition verification, dynamic checking
generation and skeleton generation. A first usable version
(with a minimal syntax, a type checker for abstractions API
and some basic generation toward our own runtime) is expected for the end of June. The next step is specifying our
runtime to expose some runtime behaviors as first class abstraction. This will five us feedbacks on our sweet spot selection and we will iterate on its design. A further step is to
increase the coverage of static checks by extending the type
system.
Runtime. The main difficulty is in both defining a runtime and a programming model while keeping in view our
needs for portability, predictability and performance. The
programming model is based on the previous work from
the reactive programming community and the runtime implementation must take into account requirements that are
imposed by the programming model (synchronous and nonblocking calls).
Choosing the right programming language will be crucial structuring element to our framework. This language
must allow zero-overhead generic programming in order to
maximize code-reuse without sacrificing performance (See
4).
A first version containing the basic runtime fundamentals
(functional actor system, multicore scaling and limited networking) is expected for May/June. The next step consists in
defining a simple abstract distributed component that will
be used as a running example that will help with defining
the high-level abstractions. A number of iterations will then
be made in order to better define the following useful and
needed abstract distributed components.
Iterative process and evaluation. An iterative process
will take place throughout the work on both high-level abstraction and low-level component and will be used as a
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feed-back loop to ease convergence to canonical distributed
abstractions.
An evaluation phase for both the runtime and the specification model will be crucial to asses the performance evolution
throughout the project. First, a number of self-contained and
representative benchmarks will have to be identified and
implemented using the framework. The initial results will
be used as a baseline for comparison with existing solutions
and as a reference point to future work.

4

Related work

Distributed programming paradigms. Several paradigms
are currently explored to ease distributed programming : actor model, service oriented computing, dataflow or reactive programming and tierless programming. In the actor model, states
are encapsulated by actors which communicate through message passing allowing transparent scaling, robustness to failures [2] and efficient implementation [18]. A system, in service oriented computing, is composed of a set of services; each
of them provides some functionalities and they are composed
by orchestrators. The main abstraction of a dataflow or reactive programming[3] is a graph whose edges carry flows
of information, and whose vertices are computation entities.
Finally, tierless programming describes distributed computation subsuming how sub-computations are deployed and
placed at the different tiers of a cloud computing environment [5]. In order to hide the complexity of distribution,
these paradigms come with arbitrary restrictions; for instance, communication abstractions are often unidirectional.
Furthermore, distribution specific issues (e.g. deployment,
consistency, security and fault-tolerance) are assumed addressed by a separate system, not programmable with the
same first-class abstractions. Moreover, except for service
oriented programming, none of them can easily use existing
systems as building blocks and ensure the correctness of the
composition.
Specification and verification. Several specification languages try to overcome the traditional limitations of highlevel languages (i.e. ignoring low level implementations de
tails critical for robustness and performances). Mace [14] is
a C++ language extension, for both writing specifications
and programs, focusing the analysis of systems behaviours
thanks to causal path debugging and embedded model checking. Madeus [7] targets deployment specification of components in order to improve commissioning parallelism, correctness is guarantee by a model checker Mada [8] expressing both qualitative and quantitative properties related to
both safety and efficiency. Maude [19] tries to arrive, by using some high-level specifications, at a good design before
implementing and verifying in depth properties. An other
direction is explored by [16] in the case of synchronousreactive model by composing components (called reactors)
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that can be treated as a black box. Therefore, reactors are
defined and composed by a polyglot language.
Existing approaches uses type systems to ensure correctness of composition of components. [17] proposes to use
subtyping and parametric polymorphism to check API composition and to allow code evolution. ScalaLoci [22] targets
placement correctness, placement types are used to define
code location and restrict the topology of communication.
MixT [20] and ConSysT[11] see consistency as a property
of information expressed as types and use compile-time information flow control to forbid illegal consistency mixing.

improve control, performances and predictability thanks to
our runtime.
Our contribution using distributed abstractions will ease
the development of performant distributed applications by
enabling sound compositions using a high-level specification
language. The ambition is to release the framework under
an open-source license and to build a community composed
of software engineers, project architects, academics and industrials. Ultimately delivering complex distributed systems
concepts to mainstream application programmers.

Programming language and model. Peter Van Roy explored and classified all the main programming paradigms
into several categories that express the features of these programming languages [21]. This is helpful to give a broad view
to help us choose the right concepts to best fit our needs
(composability, concurrency and scalabilty). The difficulty of
choosing a programming language and model lies in the fact
that there is no one-size-fits-all language or model. However,
several valuable key concepts can be extracted from Peter
Van Roy’s work. He argues that (i) message-passing is the
correct default for general-purpose concurrent programming
instead of shared-state concurrency ; (ii) object-oriented programming brings forwards the principle of data abstraction,
polymorphism (i.e. an object that can take several forms) and
inheritance (i.e. common relationship between abstractions)
that will enable code-reuse and thus composability.
The reactive programming community is using the term "reactive system" to describe a system that is flexible, looselycoupled and scalable. This is made possible by decomposing
systems into non-blocking, asynchronous tasks that communicate via messages or events [15]. The ideas behind the
Reactive Manifesto [4] can be seen as a revival behind the
Actor Model by Hewitt and al [13]. The manifesto argues
that a system built in a loosely-coupled manner, that can be
executed in an asynchronous and non-blocking fashion is
able to be scalable, resilient, elastic and responsive.
These concepts are very helpful in helping choose the
programming language and shape the programming model
that we are going to use for our runtime environment.
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Conclusion

In this paper, we address the complexity of building distributed systems while maintaining fine-grain control and
enhancing dependability in order to ease the work of the
developers and to help balance the different trade-offs (e.g.
CAP). For this we argue for a new programming environment composed of a specification model based on distributed
abstractions, a polyglot language to express this, a programming model to write the implementation of abstractions and
its related runtime. In a nutshell, this novel environment
gives the ability to compose preexisting systems, to have an
hybrid checking of the soundness of the composition and to
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